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What is minix ?



MINIX : A new unix system.

Minix 1.5� EX "modèle" �

MINIX 1.5 is a new version of an operating system that is very similar to UNIX. MINIX has been written from scratch, and therefore does not contain any code from AT&T. (UNIX is a trademark from AT&T). For this reason it can be made available with the complete source code (on diskette). It runs on the IBM PC, XT, AT, PS/2, 386 and most clones. Versions are also available for the Atari ST, Macintosh, Amiga and Sun SparcStation. 

This version (1.5) is a major improvement over all previous releases, with many new features, fewer bugs, much better performance, and proper documentation. There are probably tens of thousands of users.

MINIX 1.5 Features

The features are the following :

system call compatible with UNIX V7 Operating System

Full multiprocessing

Kernighan and Ritchie compatible C compiler

Shell compatible with the Bourne Shell.

Text editors (emacs, vi, ex, ed, etc...)

Common UNIX utilities (cat, cp, grep, ls, make, sort, kermit, etc...)

Common library procedures (atoi, fork, malloc, read, stdio, etc...)

Spelling checker with 40,000 words

Full source code (in C)

Manual



HOW MINIX 1.5 WORKS

MINIX 1.5 works in protected mode on 286 and 386. It supports extended memory up to 16M on 286 and 386. It also allows up to 3 simultaneous users on one machine. It has a RS-232 serial line support, with terminal emulation, kermit, zmodem, etc...

It also supports Ethernet and distributed computing. (rlogin, telnet, etc...)

MINIX 1.5 is distributed by :

Prentice Hall / Paramount Publishing

Order Processing Center

PO Box 11071

Des Moines, IO 50336-1071



�What is Trusted MINIX ?



Trusted MINIX



Trusted MINIX has been developed by the NCSC (National Computer Security Center). The NCSC is responsible for evaluating computers according to the Department of Defense Trusted Computer System Evaluation Criteria (TCSEC). 

They considered working with MINIX 1.5, because it was compatible with UNIX V7 and had POSIX system calls.

Thus, the students of the Rating Maintenance Phase (RAMP) at the NCSC modified the MINIX system to meet the C2 requirements. They finally worked with ESCOM Corporation, to use Trusted MINIX as a non-proprietary « worked example » of a trusted computer security product. 



Technical specifications



The Trusted Computer System Evaluation Criteria (TCSEC) requires different aspects that needed MINIX Modifications. Moreover, Access Control Lists have been added to Trusted MINIX even though this was only part of the B3 systems requirements. 

Here is a summary of what has been done :

meet the C2 requirements 

make users accountable for their actions 

auditing

resource isolation

Provide high quality system and user documentation

Keep the approach simple

Keep MINIX modular readable and small.



All the details of this implementation are going to be discussed in the following part.



�Critical Evaluation of the Trusted MINIX Implementation





The trusted Computing Base (TCB)



The Trusted MINIX internal structure has been well split into four layers : 

layer 1 : Kernel Process Management

layer 2 : Kernel I/O Tasks

layer 3 : Server Processes

layer 4 : User Processes



The characteristics of  these layers are the following : higher layer objects have low privilege (cannot access lower layers memory), and low priority (cannot run first).  This is good, but this order is done by most UNIX systems ! The good point is the 4 layers, since most UNIX systems are only working with 2 layers (super user and common user). This structure in four layers gives more stability to this system. 

User traceability is provided by maintaining effective and real user and group IDs for each process. Each process is identified by its unique PID. I don’t see what had to be done to get to that, since most (all) UNIX systems provides PIDs and systems calls like getuid(), geteuid(), getgid() and getegid(). I don’t think there was anything to implement here.

The main point to do concerning the Objects, was for the Storage Objects : the TCSEC required that every residual information should be removed from storage objects. (regular files, directories, devices, named pipes, disk blocks, memory buffers and registers). This removal was already implemented in MINIX (like in most UNIX systems).



Discretionary Access Controls (DAC)



The DAC implementation was quite simplified by the fact that complex mechanisms like IPC or share memory were not available on MINIX. Thus MINIX files were the only type of named objects to consider.

Instead of a regular « 3 elements control list » (user, group and other), a up-to-8 elements access control list has been implemented on Trusted MINIX. This is probably one of the most significant part of the implementation. Each element identifies the same permission set as for standard UNIX (read, write and execute). One important point about this implementation is also that they kept a compatibility with existing software and user interfaces. Another interesting point is the evaluation of the ACL : the ACL is evaluated in the order of the most-to-least specific elements. And if no element of the list matches the request, then the request will be denied. 

A tricky point I have noticed is the inheritance mechanism used for the files. Since the regular UNIX umask system was not possible here, they decide to have new-created files inheritate they rights from the ACL of the parent directory. I find this strange, because file rights and directory rights are not really compatibles ! For example, a directory usually has a « x » execute capability so that people can enter the directory. Does this mean that all created files in this directory will be executable ? Anyway, this point would need to be clarified.



Objects Reuse



The TCSEC requires that previous authorizations and residual information should be cleared when creating a new object. Standard MINIX already satisfied to this, so nothing needed to be implemented.

Documentation was the only thing to be done, and it will be discussed later in this paper.



Identification and Authentication



Identification is very important since the DAC relies on it. Here are the different major points that have been implemented :



1. Shadow passwords

They have added the shadow password system to MINIX. This is not a very difficult work since MINIX sources were available and that there are shadow password distributions available in the public domain. They just needed to compile a library and modify a few programs. Anyway these programs are important because they are part of the TCB. So they needed to take some care when implementing this system.

Password selection

Trusted MINIX is using a passwd program that complies to the following : 

passwords must have at least 6 characters

passwords must contain a non alphanumeric character

new password must differ from the previous one

Trusted MINIX does not allow null passwords.



All this looks good, except that this already exists. It is called « npasswd »  and anybody can use it since it is in the public domain. By the way, npasswd can be completely configured and tuned to the system’s requirements. Modify the passwd program to add this feature is absolutely no big deal.



Login

The login program has also been modified to reflect the following features :

a password is required to be entered even if the login does not exist

when a user logs in, date and time of last login and also number of unsuccessful attempts are given.

update of lastlog file



Like for passwd, this type of login programs already exist in the public domain. No implementation was needed here. Just a « make » would have made it. All these criteria are common features of most public domain login programs.



Audit



The implemented Audit system looks to me like one of hardest thing NCSC had to do to make Trusted MINIX meet the C2 requirements. 

The audit can be done on some user commands (login, su, lpr and passwd), and on a some major system calls (fork, exec, open, close, creat, mknod, link, unlink, chroot, stime, chown, mount, unmount, audit, kill, aclctl, setuid, setgid), and on some events (privilege override and failed IO).

The audit has a pre selection and also has a post selection to enable research. As everybody knows, one of the major problems with Audit is that is uses a lot a disk space. And unfortunately, as NCSC says in the report, all audit is sent to the filesystem... we can regret this solution has been chosen. Sure it was much easier to implement but it was - to my mind - quite useless ! A centralized solution « a la syslog », would have been in my opinion a much better solution. This would have also avoided distributing the decisions to each of the instrumentation points.

�

Documentation



As NCSC admits in its report, the documentation has been one of the most useful aspect of Trusted MINIX. 

Design documentation

Design documentation has been split in 6 documents :

system specification

system architecture

DAC design

Object reuse

I&A design

Audit design

System architecture was written because the other documents didn’t meet TCSEC requirements (sic) about assurance and security features.



Test documentation

It is a single document.



User documentation

It consists of two manuals :

Trusted Facility Manual

Security Features Users Guide



RAMP documentation

It includes these four documents :

Configuration Management Plan

Rating Maintenance Plan

Configuration Management Evidence Documentation

Rating Maintenance Report



Documentation is a very important part of the Trusted MINIX work at NCSC. Finally the NCSC has produced a report for public release that describes how the product satisfies the TCSEC requirements. 







�Conclusions





Some more comments about Trusted MINIX 



I think we can agree with the NCSC team in a sense that Trusted MINIX will provide :

an example of what NCSC is looking for in terms of design and user documentation

basis for quicker and more effective evaluator training

preliminary validation mechanism for fine-tuning the RAMP requirements

consistent example needed to effectively train Vendor Security Analysts

The effort of standard documentation done has been probably very important and very usefull.

But we have to consider that the work done by ESCOM is very small in a sense that what they have implemented were already existing programs. No real development was necessary, especially since MINIX was POSIX compliant.

The only positive point is the implementation of the ACL. The conception of the audit system is - to my opinion - defective. I am also surprised that no process accounting has been implemented. I think process accounting could have been a good idea of implementation especially when audit is not useable.
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(footnote continued)
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